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Abstract: This paper introduces a novel approach for generating strong substitution boxes (S-Boxes) using the black 

hole algorithm (BHA) integrated with Arnold chaotic map (ACM) and Henon chaotic map (HCM). The ACM is 

employed for enhanced initialization of the BHA, while the HCM is utilized for generating new stars during the 

searching process. The proposed algorithm, named BH-SBOX, aims to enhance the nonlinearity and cryptographic 

properties of the generated S-Boxes. Experimental evaluations further demonstrate that the BH-SBOX algorithm 

produces S-Boxes with excellent nonlinearity, strict avalanche criteria, bit independence criteria, differential 

uniformity, and the maximum expected linear probability. The proposed method demonstrated a high nonlinearity 

property, achieving a value of 108.25, which is considered successful and effective. This exceptional nonlinearity can 

be attributed to the utilization of the Henon map, which enables good exploration of the solution space during the 

search process. The chaotic and unpredictable nature of the Henon map contributes significantly to the algorithm's 

ability to discover S-Boxes with enhanced nonlinearity and robust cryptographic characteristics. The average bit 

independence criteria (BIC) and strict avalanche criteria (SAC) were found to be 102.85  and 0.50392, respectively. 

These results indicate that the proposed method successfully generated S-boxes with strong cryptographic properties, 

ensuring robustness and resistance against various attacks. 
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1. Introduction 

In the realm of modern cryptography, the 

protection of message confidentiality is a critical 

aspect, typically achieved through the use of block 

ciphers. One crucial component that drives the 

selection of block ciphers for ensuring data integrity 

is the substitution box (S-box). S-boxes are non-

linear substitution mapping functions that provide the 

necessary confusion property to the corresponding 

block cipher [1–4].  

S-boxes play a fundamental role in modern 

cryptographic applications. The impact of S-boxes on 

the security properties of cryptographic algorithms 

cannot be overstated. They are specifically 

responsible for providing the confusion property to 

block ciphers, and directly affecting the level of 

security in an encryption process. By introducing 

complexity and nonlinearity, S-boxes ensure that the 

relationship between the input and output values 

remains obscured, which enhances the overall 

security and resilience of cryptographic algorithms [5, 

6]. In symmetric-key algorithms, S-boxes are 

primarily employed to obscure the key-output 

relationship, making them a crucial component in 

ensuring the security of the system. The task of 

creating S-boxes that satisfy the requirements of 

symmetric-key cryptography has consistently posed 

a significant challenge [7, 8]. 

The concept of confusion is integral to the design 

of secure cryptosystems. S-boxes, as nonlinear 
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components, contribute to the realization of this 

concept. They aid in concealing the overall 

framework of cryptosystems, making it harder for 

potential attackers to decipher the underlying 

structure of the encryption process [9, 10]. It has been 

established that the design of S-boxes capable of 

withstanding cryptanalysis is a challenging task. In 

fact, it has been classified as an NP-hard problem [11], 

[12]. This classification underscores the inherent 

complexity involved in creating S-boxes with 

impeccable cryptographic properties. Due to the 

intricate nature of cryptographic algorithms and the 

variety of attacks they may face, there is often a trade-

off involved in the design process. Striking the 

perfect balance between desirable cryptographic 

properties and practical considerations is a non-trivial 

endeavor. As a result, designers must carefully 

navigate this trade-off to develop S-boxes that offer a 

satisfactory level of security while considering their 

feasibility and implementation constraints. 

In the current landscape of S-box design, three 

generic strategies have emerged as the primary 

approaches: algebraic, random, and metaheuristic-

based methods. Each of these methods carries its own 

set of advantages and limitations. The random search 

method, for instance, is a straightforward approach, 

but often yields S-boxes with inferior cryptographic 

properties. On the other hand, the algebraic strategy, 

while capable of producing S-boxes with desirable 

cryptographic attributes, is not well-suited for the 

large-scale S-box generation [9, 11]. 

Considering these factors, the metaheuristic-

based approach stands out as a viable alternative for 

S-box design. This approach offers generality and a 

simple theoretical basis, making it a promising choice 

[13]. Metaheuristic algorithms, such as evolutionary 

algorithms, and swarm-based algorithms, leverage 

computational intelligence to search for optimal or 

near-optimal solutions in large solution spaces [14]. 

By exploring different configurations and evaluating 

them based on specific fitness criteria, metaheuristic 

algorithms can effectively guide the design process 

towards generating S-boxes with favorable 

cryptographic properties [12, 15, 16]. 

While no approach guarantees the creation of 

flawless S-boxes, the metaheuristic-based approach 

strikes a balance between practicality and 

performance. It provides a systematic and adaptive 

means of exploring the vast design space, enabling 

the discovery of S-boxes that exhibit strong 

cryptographic attributes while considering the 

constraints of large-scale implementation. 

Optimization methods, particularly nature-inspired 

techniques, have gained significant attention in 

various fields such as engineering [17, 18], Machine 

learning [19–22], and Power [23, 24]. These methods 

have shown superior performance in addressing 

optimization problems and have consequently been 

adopted in diverse domains. In the context of S-box 

design, the literature has extensively explored the 

combination of metaheuristic algorithms and chaotic 

maps. 

The main contribution of this paper is the design 

of a novel hybrid approach for generating strong and 

robust substitution boxes (S-boxes) using the black 

hole algorithm (BHA) is proposed. The traditional 

initialization step, which relies on a uniform 

distribution, is replaced with the Arnold chaotic map 

(ACM) to enhance the exploration capabilities of 

BHA in the search space. The ACM generates the 

initial population of stars in a non-uniform and 

chaotic manner. Furthermore, during the searching 

process, the authors incorporate the Henon chaotic 

map (HCM) to generate new stars. The HCM utilizes 

the current positions of stars and calculates the 

positions of the next stars, taking into account the 

sensitivity to initial conditions characteristic of 

chaotic systems. By integrating the HCM into the 

BHA, the algorithm explores the search space in a 

chaotic manner, potentially leading to better solutions. 

Overall, this approach combines the strengths of the 

black hole algorithm, Arnold chaotic map, and Henon 

chaotic map to design and generate strong S-boxes. 

By utilizing chaotic maps for initialization and during 

the searching process, the proposed algorithm aims to 

enhance the exploration capabilities and increase the 

robustness of the generated S-boxes.  

This paper is organized as follows: Section 2 

presents the most important related works. While 

section 3 explains the proposed algorithm, including 

the standard version of Black Hole Algorithm. The 

results and the conclusion are presented in section 4 

and 5 respectively.  

2. Related works 

The substitution-box (S-box) plays a vital role in 

modern cryptographic applications, serving to 

introduce confusion and diffusion in the encryption 

process. It is a non-linear substitution mapping 

𝑆(𝑥): 𝐺𝐹(2𝑛) → 𝐺𝐹(2𝑚), represented as a Boolean 

function formulation. However, constructing an S-

box with perfect cryptographic properties is 

challenging due to conflicting performance criteria, 

making it an NP-hard problem. Consequently, 

achieving S-boxes with ideal properties requires 

striking a compromise between different 

requirements. 

Researchers have recognized the potential of 

integrating metaheuristics with chaotic maps in 
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designing 8 x 8 S-boxes, considering their 

widespread usage in cryptosystems. Recent studies 

have proposed several innovative combinations in 

this area. For example, artificial ecosystem-based 

optimization algorithm (CAEO) has been integrated 

with several chaotic maps for handling the problem 

of combined economic emission dispatch[23]. 

Another approach involves hybridizing the chaotic 

map with the grey wolf optimizer [25].  

Several studies have investigated the 

hybridization of different chaotic maps and 

optimization algorithms for optimizing S-box design 

in cryptographic systems. Chen [26] integrated 

chaotic-based swapping with simulated annealing 

(SA), while Wang [27] hybridized the chaotic maps, 

genetic algorithm. SA is single-solution based 

optimization algorithm where the possibility of 

trapping in local optima is high, because it is an 

exploitative algorithm more than explorative. Tian 

and Lu [28] have enhanced bacterial foraging 

optimization (BFO) algorithm via chaotic logistic 

map for generating strong S-Boxes, however, he 

drawback of BFO is its computational complexity 

and high time complexity, making it resource-

intensive and sensitive to parameter settings, limiting 

practical application for certain real-world 

optimization problems. 

A globalized version of firefly algorithm (GFA) 

has been integrated with discrete chaotic map by 

Alhadawi et al. [15], and Alhadawi et al. [29] 

integrated a chaotic map with the Cuckoo search 

algorithm (CSA) method. While the GFA and CSA 

have been successful in producing robust S-Boxes, 

their main drawback lies in their sensitivity to 

parameter settings and the risk of premature 

convergence, which can result in suboptimal 

solutions. Soto et al. [30] proposed a method based 

on human behavior and self-organizing maps, while 

ergodic chaotic maps has been integrated with the 

particle swarm optimization (PSO) algorithm by 

Nafiseh and Sodeif [31]. As other algorithms, PSO 

includes several controlling parameters, 𝑤, 𝑐1, and 𝑐2, 

where these parameters require a fine-tuning to reach 

better solutions. In another study, the recent proposed 

Tiki-taka algorithm has been enhanced via various 

discrete chaotic map (SCMTTA), for generating 

strong s-boxes by Zamli et al. [16] . The drawback of 

SCMTTA lies in its sole reliance on a rule-based 

approach, particularly its adaptive behavior solely 

based on the last performance of the previously 

chosen chaotic map, lacking a proper historical 

perspective. In the work by Zamli [32], a novel 

approach for constructing S-boxes was introduced, 

utilizing the adaptive agent heroes and cowards 

(AAHC) algorithm in conjunction with the tent map. 

The AAHC algorithm played a crucial role in 

selecting a well-constructed S-box by evaluating its 

strict avalanche criteria (SAC) and nonlinearity. This 

approach aimed to optimize the S-box construction 

process by leveraging the strengths of both the 

AAHC algorithm and the tent map, thereby 

enhancing the cryptographic properties of the 

generated S-box. Although AAHC has obtained good 

results, however, its controlling parameters have a 

huge impact on the performance of the algorithm, 

which could effect on the quality of the produced S-

Boxes.  

These integrations demonstrate the active 

research and exploration of synergistic approaches 

involving metaheuristics and chaotic maps for S-box 

design. By leveraging the unique characteristics of 

chaotic maps, such as sensitivity to initial conditions 

and randomness, in combination with the robust 

search capabilities of metaheuristic algorithms, 

researchers aim to improve the cryptographic 

properties and efficiency of S-boxes. It is worth 

noting that these are just a few examples from the 

extensive literature on combining optimization 

techniques and chaotic maps for S-box design. The 

field continues to evolve, and researchers are 

continually developing new hybrid approaches to 

further enhance the security and performance of S-

boxes in cryptographic systems. 

3. Methodology 

3.1 Black hole algorithm (BHA) 

The black hole algorithm (BHA) is a 

metaheuristic optimization algorithm inspired by the 

astrophysical concept of black holes. It is a physics-

inspired algorithm that mimics the gravitational 

effects and behaviors associated with black holes in 

space. The algorithm aims to find the optimal 

solution by simulating the movement and interaction 

of stars within a search space. 

The black hole algorithm (BHA) starts by 

initializing a population of candidate/potential 

solutions, referred to as stars. These stars undergo 

iterative updates and movements throughout the 

algorithm. In the BHA, the mass of each star is 

represented by the fitness or objective value. Stars 

with higher fitness values have greater mass, 

representing their superiority as potential solutions. 

The gravitational force between stars is inversely 

proportional to their masses and is used to determine 

their movement.  

During each iteration, stronger stars with higher 

fitness values attract weaker stars with lower fitness 

values towards them. This attraction simulates the 
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gravitational pull towards the optimal solution in the 

search space. Additionally, the BHA incorporates a 

black hole operator, which represents a local 

minimum or a region of poor solutions. The black 

hole operator acts as a global attractor, pulling 

particles towards it. This concept emulates the idea 

that black holes possess strong gravitational forces 

that can absorb nearby objects. The steps of BHA are 

continued for a specific number of loops, which is 

usually called “no. of iterations”. Then, once the final 

loop is finished, the best star – or the black hole – 

obtained during the iterations is considered the final 

result of the algorithm.  

The black hole algorithm has been implemented 

for different types of optimization problems, and has 

shown promising results in terms of finding high-

quality solutions and overcoming local optima. 

However, like other metaheuristic algorithms, the 

effectiveness of the BHA depends on appropriate 

parameter settings and the nature of the problem 

being solved. 

3.2 The proposed algorithm  

In this paper, the black hole algorithm (BHA) is 

combined with the discrete chaotic Arnold map to 

create robust substitution boxes (S-Boxes). The 

integration involves enhancing the initialization step 

of the BHA by using Arnold chaotic map (ACM) to 

generate the initial population of stars instead of a 

uniform distribution. This modification improves the 

exploration capabilities of the BHA in the search 

space. During the search process, Henon chaotic map 

(HCM) is employed to generate the stars. The 

resulting algorithm, named BH-SBOX, leverages the 

synergies between the BHA, ACM, and HCM to 

design and generate strong S-Boxes. The main steps 

of BA-SBOX are given bellow.  

Step I: Input initialization: In this step, the 

structural parameters for executing the algorithm 

should be gathered. Such as: No. of Stars (S𝑖𝑧𝑒) and 

the No. of iterations (𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠). Additionally, 

the dimensions (𝐷𝑖𝑚) of each star are set to 256, 

which is equal to the size of the S-Box, i.e., 16 × 16. 

Consequently, upper and lower boundaries is set to 

[0,255] respectively. 

Step II: Initialization: In this step, each star is 

generated and distributed randomly in the search 

space using Arnold chaotic map (ACM) according to 

the following equation, instead of using a uniform 

distribution to randomize the search agents: 

 
𝑥(𝑡)  =  (𝑎𝑥(𝑡 − 1) +  𝑏𝑦(𝑡 − 1)) 𝑚𝑜𝑑 𝑁
𝑦(𝑡)  =  (𝑐𝑥(𝑡 − 1) +  𝑑𝑦(𝑡 − 1)) 𝑚𝑜𝑑 𝑁

     (2) 

 

where 𝑥(𝑡) and 𝑦(𝑡) are the updated positions of the 

stars at time 𝑡, and 𝑎, 𝑏, 𝑐, 𝑑 are the parameters of the 

ACM. 𝑁 is equal to 256, which represents the size of 

S-box. The ACM provides a more enhanced approach 

for initializing the stars in the search space, 

contributing to improved exploration capabilities. 

Step III: Objective function: In this step, the 

objective function is defined, which is in this study, 

the nonlinearity function, as follows: 

 

𝑁𝑙(𝑆)  =  2
𝑛

2  −  𝑚𝑎𝑥(𝑆)                              (3) 
 

Where 𝑁𝑙(𝑆) represents the nonlinearity of the 

solution 𝑆, 𝑛 is the number of input bits (in this case, 

16), and 𝑚𝑎𝑥(𝑆) denotes the maximum value of the 

Walsh spectrum over all nonzero inputs. The 

nonlinearity function captures the quality and 

nonlinearity properties of the generated solution, with 

higher values indicating stronger nonlinearity. The 

fitness evaluation is crucial in determining the 

effectiveness of each solution in meeting the desired 

objectives. 

Step IV: Execute searching process: Implement the 

black hole algorithm (BHA) integrated with the 

Henon chaotic map to search for a better position in 

the search space. The searching process involves the 

following steps: 

a. Calculate the fitness value for each star using the 

evaluation function described in Step 3. 

b. Identify the star with the highest fitness value as 

the best solution, denoted as 𝑥𝑏𝑒𝑠𝑡 . 

c. Update the positions of the stars using the star 

movement equation as follows: 

 

𝑥𝑖(𝑡 +  1) = 𝑥𝑖(𝑡) +  𝑟𝑎𝑛𝑑 × (𝑥𝐵𝐻  −  𝑥𝑖(𝑡))

𝑊ℎ𝑒𝑟𝑒  𝑖 = { 1, 2,· · ·, 𝑁}
  (4) 

 

Where 𝑥𝑖 denotes an individual star, while 𝑟𝑎𝑛𝑑 is a 

random value in range 0 and 1.  

d. Check the distances for each star in the population 

to identify if there is a star that is very close to another 

star. This is done by calculating the distance between 

stars and comparing it to the event horizon. The event 

horizon is determined using the following equation: 

 

𝑅 =
𝑓𝐵𝐻

∑ 𝑓𝑖
𝑁
𝑖=1

                                            (5) 

 

Where 𝑓𝐵𝐻 and 𝑓𝑖 denote the fitness value for the best 

and regular solutions.  

If the distance between any regular star and the 

black is less than the event horizon distance, it 

indicates that the stars are too close to the black hole. 

In such cases, the star is eliminated from the  



Received:  July 5, 2023.     Revised: August 27, 2023.                                                                                                      253 

International Journal of Intelligent Engineering and Systems, Vol.16, No.6, 2023           DOI: 10.22266/ijies2023.1231.21 

 

 
Figure 1. The flowchart of BH-SBOX 

 

population to maintain diversity and prevent 

convergence to local optima. The elimination process 

ensures that each star has sufficient space to explore 

the search space independently, leading to better 

exploration and potentially improved solutions for 

the S-Boxes. However, in this particular approach, 

the process of generating new stars deviates from the 

uniform distribution. Instead, the Henon chaotic map 

(HCM) is employed to determine the positions of the 

new stars. This integration of HCM enhances the 

exploration capabilities of the algorithm by 

introducing chaotic behavior into the search process. 

By utilizing the HCM, the algorithm is able to 

generate new stars in a more diverse and exploratory 

manner, potentially leading to improved search 

results and finding better positions in the search space. 

HCM is given as follows: 

 

𝑥𝑛+1 = 1 −  𝛼𝑥𝑛
4 + 𝑦𝑛                     (6) 

 

𝑦𝑛+1 = 𝛽𝑥𝑛                                      (7) 

 
 

In the HCM Eqs. (6) and (7), the positions of the 

current points, denoted as 𝑥𝑛  and 𝑦𝑛 , are used to 

calculate the positions of the next points, 𝑥𝑛+1 and 

𝑦𝑛+1. The initial conditions, which are the values of 

𝑥𝑛  and 𝑦𝑛 , play a crucial role in determining the 

subsequent points in the map. Even a small change in 

the initial conditions can result in a significant impact 

on the overall pattern and behavior of the map. This 

sensitivity to initial conditions is a characteristic of 

chaotic systems, where small variations can lead to 

substantial differences in the generated trajectories. 

Therefore, in the Henon chaotic map, careful 

consideration and precise control of the initial 

conditions are necessary to achieve the desired 

chaotic behavior and explore the search space 

effectively. 

e. The steps of the algorithm are repeated until a 

termination criterion is met. This criterion can be 

defined in various ways, either by reaching the total 

number of iterations or reaching a desired fitness 

threshold. BH-SBOX continues to iterate, updating 

and moving the stars in the search space, until the 

termination criterion is satisfied, which indicates the 

completion of the algorithm. 
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The integration of the Henon chaotic map 

enhances the exploration capabilities of the BHA by 

introducing chaotic dynamics in the search process. 

It allows the stars to explore the search space more 

effectively, potentially leading to improved solutions 

with higher nonlinearity values for the S-Boxes. The 

flowchart of the proposed algorithm is given in the 

Fig. 1 below.  

4. Results and discussion  

In order to execute the proposed algorithm, the 

proposed algorithm has been developed using 

MATLAB programming language[33], and the 

experimental settings should be set as follows: the 

𝑆𝑡𝑎𝑟𝑠 was set to 50, and the 𝑀𝑎𝑥𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 was set 

to 100. The best generated S-Box is presented in 

Table 1. To assess the security of the generated S-box, 

the study employed various evaluation metrics 

commonly used by security experts. These metrics 

were identified to validate the strength of new S-

boxes. The concepts of differential uniformity and 

differential probability, were used to analyze the S-

box's resistance against differential cryptanalysis. 

Linear cryptanalysis was also considered to evaluate 

the S-box's resistance against linear approximation 

probability. 

To assess the strength of the generated S-box, 

several key metrics were considered: strict avalanche 

criteria (SAC), nonlinearity, bit independence criteria 

(BIC), and the bijective property. These metrics 

provide a comprehensive evaluation of the S-box, 

ensuring that it meets the necessary criteria for robust 

and secure cryptographic operations. 

To compare the performance of the generated S-

box, it was benchmarked against S-boxes generated 

using other metaheuristic-based. This comparison 

aimed to assess the effectiveness and competitiveness 

of the proposed algorithm in generating robust S-

boxes. Overall, the study employed a comprehensive 

evaluation approach by considering multiple security 

metrics and comparing the generated S-box with 

existing metaheuristic-based methods to validate the 

strength and effectiveness of the proposed algorithm. 

4.1 Nonlinearity  

Nonlinearity plays a crucial role in achieving 

plaintext confusion and enhancing the resistance of 

block ciphers against linear attacks. Table 2 displays 

the nonlinearity scores of the generated S-boxes, 

which are determined by measuring the nonlinearity 

of the corresponding Boolean functions. The 

nonlinearity measure quantifies the minimum 

distance between the generated S-boxes and all other 

possible Boolean functions, and it is commonly 

computed from the Walsh spectrum. By examining 

the nonlinearity scores, the effectiveness of the 

generated S-boxes in achieving strong cryptographic 

properties can be evaluated. 

It is observed that all the nonlinearity values 

exceeded 106 , indicating that the generated S-box 

exhibits high nonlinearity. This suggests that the S-

box is robust against linear cryptanalysis, as higher 

nonlinearity values indicate increased resistance to 

linear attacks. The high nonlinearity scores obtained 

for the generated S-box in this study demonstrate its 

effectiveness in achieving strong cryptographic 

properties and its potential to provide improved 

security against linear cryptanalysis. 

4.2 SAC 

The strict avalanche criteria (SAC) is a measure 

used to assess the cryptographic strength of an S-box. 

It was initially defined by Webster and states that 

upon complementing a single input bit, there should 

be a 50% probability of changing each output bit. In 

this study, the SAC values of the generated S-box 

were calculated using the dependence matrix method, 

as described in [30]. The aim of this method is to 

examine whether all elements in the S-box satisfy the 

desired 0.5 value. The scores of SAC for the 

generated S-Box are presented in Table 3, where the 

average was found to be 0.5039, which is close 

proximity to the recommended value of 0.5.  

This indicates that the generated S-box exhibits a 

high level of diffusion and satisfies the SAC criterion, 

indicating its effectiveness in achieving strong 

cryptographic properties. The close proximity of the 

average SAC value to 0.5 further reinforces the 

robustness of the generated S-box and its ability to 

provide strong security against cryptographic attacks. 

4.3 BIC  

The bit independence criteria (BIC) criterion is 

utilized to assess the pair-wise independence of 

vectors produced by complementing a single 

plaintext. It examines the correlation between items 

to determine the degree of pair-wise independence 

between specific pairs. According to the BIC 

criterion, if the Boolean functions ℎ𝑗 ⊕

ℎ𝑘 , 𝑤ℎ𝑒𝑟𝑒 𝑗 ≠ 𝑘 𝑎𝑛𝑑 1, 𝑗, 𝑘 ≤ 𝑛 of an S-box satisfy 

the BIC criterion, it is anticipated that they will also 

satisfy the strict avalanche criteria (SAC) and exhibit 

high levels of nonlinearity. This criterion serves as an 

indicator of the overall strength and cryptographic 

properties of the S-box. 
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Table 1. The generated S-Box via BH-SBOX algorithm 

# 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 49 106 90 67 129 146 100 105 109 104 179 72 36 70 96 83 

1 136 119 43 145 121 198 112 168 158 175 124 154 88 217 174 89 

2 186 139 41 103 52 65 183 164 111 28 157 7 77 31 50 226 

3 75 190 15 165 194 172 30 233 147 87 173 101 63 82 130 113 

4 202 22 44 195 141 93 150 247 181 107 85 212 23 47 138 98 

5 117 39 152 219 46 235 35 56 6 122 254 29 156 62 215 55 

6 221 206 5 188 123 229 163 73 189 9 162 34 91 33 178 245 

7 203 68 161 208 4 97 200 214 17 127 57 232 10 12 25 99 

8 148 207 169 177 108 210 120 220 234 45 114 251 92 2 126 199 

9 137 128 230 231 244 213 143 60 239 24 110 238 132 176 66 192 

A 58 211 32 224 84 95 155 94 48 243 134 140 182 1 166 118 

B 74 86 78 115 236 167 250 209 20 205 79 253 71 144 218 241 

C 180 248 242 51 142 227 216 149 159 184 18 11 19 135 170 187 

D 21 222 196 153 249 237 240 116 160 54 76 197 204 13 3 223 

E 131 64 171 40 225 8 102 228 255 27 53 59 201 185 69 81 

F 246 0 252 61 42 125 191 133 14 37 80 38 151 193 16 26 

 

Table 2. The score of Nonlinearity of BH-SBOX 

S-Box 𝑵𝟏 𝑵𝟐 𝑵𝟑 𝑵𝟒 𝑵𝟓 𝑵𝟔 𝑵𝟕 𝑵𝟖 Avg 
NL 108 108 108 108 108 108 108 108 108.25 

 

Table 3. The score of SAC of BH-SBOX 

0.5469 0.5156 0.4219 0.4531 0.5156 0.4375 0.5313 0.5156 

0.5313 0.5156 0.5313 0.5156 0.5 0.5156 0.5313 0.5 

0.5313 0.5469 0.4375 0.5 0.5313 0.5469 0.5156 0.5156 

0.5625 0.4688 0.5469 0.4844 0.5625 0.5 0.5 0.4844 

0.4375 0.4375 0.5 0.5313 0.5625 0.5313 0.4531 0.4844 

0.4375 0.5313 0.4844 0.5625 0.4688 0.5781 0.4375 0.4688 

0.4844 0.5313 0.5313 0.5 0.5469 0.4688 0.5156 0.5 

0.4375 0.4688 0.5313 0.5156 0.5313 0.4063 0.5313 0.5313 

 

Table 4. The score of BIC-Nonlinearity of BH-SBOX 

– 104 102 102 98 106 102 104 

104 – 104 104 104 104 102 102 

102 104 – 100 106 106 104 94 

102 104 100 – 102 106 106 104 

98 104 106 102 – 104 102 104 

106 104 106 106 104 – 100 106 

102 102 104 106 102 100 – 98 

104 102 94 104 104 106 98 – 

     Avg = 102.8571            

 

Table 5. The score of BIC-SAC of BH-SBOX 

– 0.5067 0.5223 0.5112 0.5268 0.5357 0.5134 0.5201 

0.5179 – 0.5045 0.5313 0.5268 0.5179 0.4688 0.4754 

0.4844 0.4911 – 0.4866 0.4955 0.5045 0.4978 0.5379 

0.4933 0.4933 0.4911 – 0.4955 0.4888 0.4978 0.4777 

0.5246 0.4911 0.4955 0.5134 – 0.4732 0.4821 0.5201 

0.5156 0.4955 0.4933 0.5067 0.4955 – 0.4688 0.4933 

0.5000 0.5179 0.5335 0.5156 0.5089 0.5335 – 0.5022 

0.4955 0.5179 0.4844 0.5000 0.471 0.5424 0.5067 – 

    Avg = 0.503791 
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Table 6. The score of DP of BH-SBOX 

6 6 6 8 6 8 6 8 6 8 6 10 6 6 6 6 

6 6 6 6 6 6 6 6 8 6 6 8 8 6 8 6 

6 6 8 8 6 6 6 6 6 8 6 8 6 6 6 6 

6 6 8 8 6 8 6 8 8 8 6 8 10 6 6 6 

6 6 6 6 6 6 8 6 6 8 6 6 8 6 6 6 

6 8 8 6 10 8 6 6 4 8 6 6 8 6 6 10 

6 6 6 6 6 6 8 8 6 6 8 6 8 8 6 6 

10 6 8 6 8 6 6 6 8 8 6 6 6 8 6 10 

8 6 6 6 6 8 6 8 8 6 6 8 8 8 6 6 

8 6 6 6 6 6 8 6 6 8 6 8 6 6 8 8 

8 8 6 6 6 6 6 6 6 8 6 8 8 10 8 6 

6 8 8 6 6 6 14 6 6 6 8 8 4 6 10 6 

6 8 8 6 6 8 6 4 6 8 6 4 4 6 6 6 

8 8 6 8 8 8 6 6 8 6 6 8 6 6 6 6 

8 8 8 6 6 6 8 6 6 6 6 8 8 6 10 6 

8 8 6 6 6 6 6 6 8 6 6 6 4 6 6 - 

 

The average BIC-SAC and BIC-Nonlinearity 

values are presented in Table 4 and Table 5 

respectively. These values provide insights into the 

correlation between items, the adherence to the SAC 

criterion, and the nonlinearity of the S-box. By 

analyzing the average BIC-SAC and BIC-

nonlinearity values, it can be determined whether the 

generated S-box meets the BIC criterion, which 

implies that it satisfies the SAC criterion and exhibits 

high nonlinearity. These values serve as further 

evidence of the strong cryptographic properties of the 

generated S-box in terms of its independence, 

diffusion, and resistance against linear attacks. 

However, differential probability was not used as an 

objective function. Therefore, the target of the 

proposed approach was not to produce an S-box with 

a high BIC nonlinearity. 

4.4 DP 

DP or the differential uniformity measures the 

nonlinearity and uniformity of its mapping from input 

bits to output bits of an S-Box. It determines how 

different input differentials propagate to output 

differentials. The uniform mapping probability of 

each input bit is ensured by uniquely mapping 

differentials to output differentials. 

To calculate the differential uniformity of an S-

box, the technique of differential approximation 

probability is employed. This technique quantifies 

the probability of a specific differential being 

approximated by another differential after passing 

through the S-box. It provides a measure of the 

uniformity and resistance against differential attacks. 

By analyzing the values obtained through the 

calculation of the differential approximation 

probability, the differential uniformity of the S-box 

generated in this study can be determined. This 

metric provides insights into the nonlinearity and 

resistance against differential attacks, further 

assessing the cryptographic strength of the generated 

S-box. Table 6 below shows the DP score of BH-

SBOX.  

4.5 Bijective property  

The bijectivity property of an S-box refers to the 

balanced distribution of its output bits. It ensures that 

the Boolean function representing the S-box has an 

equal distribution of 0s and 1s in its outputs. This 

property is a measure to confirm the bijective nature 

of the S-box. The Boolean function 𝑓𝑖(1 ≤ 𝑖 ≤ 𝑛) 

represents the mapping of the S-box, where each 

input bit is transformed into an output bit. By 

analyzing the distribution of 0s and 1s in the outputs 

of the S-box, the bijectivity property can be 

determined. If the outputs exhibit an equal 

distribution of 0s and 1s, the S-box is said to satisfy 

the bijectivity property. The bijectivity property is an 

important criterion for ensuring the cryptographic 

strength of an S-box, as it helps to prevent biases and 

ensure a balanced transformation of input bits to 

output bits. 

For an 8×8 S-box, the bijectivity property is 

fulfilled when the lookup table consists of distinct 

values ranging from 0 to 255, covering the entire 

interval. In other words, each input value should be 

mapped to a unique output value, and there should be 

no repetitions or collisions in the mapping. 

According to the proposed method in this study, the 

generated S-boxes were designed to satisfy the 

bijective property. This means that the mapping of 

input values to output values in these S-boxes is one-

to-one and onto, ensuring that each input value has a 

unique and distinct output value. 
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By satisfying the bijective property, the 

generated S-boxes demonstrate the ability to provide 

a strong and secure cryptographic transformation, as 

there are no duplicate mappings or predictable 

patterns in the transformation process. This enhances 

the resistance against various cryptanalysis 

techniques and contributes to the overall strength of 

the S-boxes. 

4.5 Comparison against state-of-arts 

The table presents a comparison of various S-

box generation methods along with their 

corresponding evaluation metrics. The evaluation 

metrics used in this comparison include Bic-NL (Bit 

Independence Criteria - Nonlinearity), BIC-SAC (Bit 

Independence Criteria - Strict Avalanche Criteria), 

DP (Differential Probability), LP (Linear Probability), 

SAC (Strict Avalanche Criteria), and Nonlinearity 

(average, minimum, maximum, and average). The 

proposed BH-SBOX algorithm stands out with its 

impressive performance, outperforming most of the 

other methods in terms of these metrics. 

The Bic-NL value of BH-SBOX is 102.85, 

which is comparable to the values achieved by some 

of the other methods such as [34, 35], and [37]. 

However, it is slightly lower than the values obtained 

by [42, 43], and [41]. The Bic-NL metric measures 

the pair-wise independence of vectors generated by 

complementing a single plaintext and is an essential 

factor in evaluating the cryptographic strength of S-

boxes. The relatively high Bic-NL value of BH-

SBOX indicates a high level of pair-wise 

independence, contributing to its cryptographic 

robustness. 

The BIC-SAC value of BH-SBOX is 0.50379, 

which is higher than most of the other methods. BIC-

SAC assesses the correlation between items in the S-

box and indicates how well the S-box satisfies the 

strict avalanche criteria. A value close to 0.5 is 

desirable, and the BIC-SAC value of BH-SBOX is 

very close to this ideal value, demonstrating its 

effectiveness in satisfying strict avalanche criteria. 

The DP value of BH-SBOX is 14, indicating its 

ability to resist differential cryptanalysis. While some 

other methods achieved similar DP values, BH-

SBOX still performs well in this regard. The LP value 

of BH-SBOX is 0.0706, which is one of the lowest 

values among the methods compared. LP measures 

the probability that a particular linear approximation 

holds for the S-box, and a lower LP value indicates a 

stronger resistance against linear cryptanalysis. BH-

SBOX's low LP value makes it highly effective in 

defending against linear cryptanalysis. 

The SAC average of BH-SBOX is 0.50392, 

which is again close to the ideal value of 0.5. SAC 

measures the average change in output bits when a 

single input bit is complemented, and a value close to 

0.5 indicates good cryptographic properties. BH-

SBOX achieves a high SAC average, indicating its 

ability to hide the relationship between the ciphertext 

and the key. 

Finally, the average nonlinearity of BH-SBOX is 

108.25, which is higher than most of the other 

methods. Nonlinearity is crucial for achieving 

plaintext confusion and better immunity of block 

ciphers against linear attacks. BH-SBOX's high 

nonlinearity value suggests its excellent performance 

in achieving these goals. 

In summary, the proposed BH-SBOX algorithm 

outperforms most of the other methods in the table in 

terms of various evaluation metrics. It achieves high 

values for Bic-NL, BIC-SAC, and DP, indicating 

strong resistance against cryptographic attacks. Its 

low LP value and high SAC average demonstrate its 

effectiveness in defending against linear 

cryptanalysis and providing confusion in the 

encryption process. Additionally, BH-SBOX's high 

nonlinearity score further enhances its cryptographic 

strength. 

The reasons behind BH-SBOX's superior 

performance can be attributed to its unique approach 

of integrating the black hole algorithm with chaotic 

maps like the tent map and Henon map. These chaotic 

maps enhance the exploration capabilities of the 

black hole algorithm, leading to the discovery of 

better S-boxes with strong cryptographic properties. 

Furthermore, the utilization of the chaotic maps in the 

initialization and searching processes contributes to 

the overall effectiveness of BH-SBOX in generating 

robust S-boxes. 

Overall, the results presented in the table and the 

performance analysis indicate that the BH-SBOX 

algorithm is a promising and effective method for 

generating strong S-boxes that can withstand various 

cryptanalysis attacks, making it a valuable 

contribution to the field of cryptography. 

5 Conclusion 

In this paper proposed a novel approach for 

generating strong substitution boxes (S-Boxes) using 

the black hole algorithm (BHA) integrated with the 

Arnold chaotic map (ACM) and Henon chaotic map 

(HCM). The algorithm exhibited promising results in 

terms of nonlinearity, strict avalanche criteria (SAC), 

bit independence criteria (BIC), and other evaluation 

metrics commonly used in S-Box design. The 

generated S-Boxes showed high resistance against  
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Table 7. The comparison between BH-SBOX and other state-of-arts 

Method Bic-NL 
BIC-

SAC 
DP LP 

SAC 

Avg 

Nonlinearity 

Min Max Avg. 

BH-SBOX 102.85 0.50379 14 0.0706 0.50392 108 110 108.25 

[34] 103.0 0.5066 12 0.1172 0.5044 102 110 107.00 

[35] 103.21 0.5000 - - 0.5351 102 108 105.25 

[36] 103.26 0.4996 - 0.1171 0.5009 104 108 106.25 

[37] 104.21 0.5030  0.1250 0.4993 104 110 106.00 

[38] 103.50 - - - 0.4990 104 108 107.00 

[39] 104.78 - - - 0.4973 106 110 107.25 

[40] 104.21 0.5016 10 0.1484 0.5016 106 110 107.00 

[41] 103.07 0.5029 10 0.1094 0.5029 106 110 107.50 

[28] 104.35 0.4982 10 0.1250 0.4982 106 108 107.5 

[42] 103.64 0.4996 10 0.1171 0.5002 104 110 108 

[43] 104.57 0.4983 10 0.1172 0.4995 104 110 106.50 

[26] 103.28 0.4969 10 0.1406 0.4980 102 106 104 

 

linear cryptanalysis and demonstrated strong 

cryptographic properties. The utilization of chaotic 

maps in the initialization and searching processes 

enhanced the exploration capabilities of the 

algorithm, leading to the generation of robust S-

boxes. Overall, the BH-SBOX paper contributes to 

the field of cryptographic algorithm design by 

offering an effective and efficient method for creating 

secure and reliable S-Boxes. 

Future works for this study could include further 

exploration and optimization of the BH-SBOX 

algorithm by considering different variations of 

chaotic maps and integrating other metaheuristic 

algorithms. Additionally, the algorithm's 

performance can be evaluated on a wider range of 

cryptographic applications and benchmark problems. 

Furthermore, investigating the scalability of the 

algorithm and conducting comparative studies with 

existing state-of-the-art S-Box generation methods 

would contribute to its further development and 

validation. 
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